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Decision/action requested

KI on User consent checking by roaming partner NF
2
References
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3GPP TR 33.896
3
Rationale

LS S2-2207142 was received from SA2 requesting more information on the roaming case for user consent in eNA:

In roaming scenario, the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN. The data or analytics may relate to particular UEs or contain information about all UEs or groups of UEs. Both PLMNs (VPLMN, HPLMN) need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on user consent, operator policy, regulatory constraints and/or roaming agreements.
Since user consent is treated in a specific study (FS_UC3S), also including the eNA use case, it is proposed to generate a generic KI on user consent checking by roaming partner NFs.
4
Detailed proposal   

**** START OF CHANGES
5.X
Key Issue #X: User consent checking by roaming partner NF

5.X.1
Key issue details

UE provides data/report on different aspects like radio coverage report, environments related reports, data use reports, which can be consumed by NWDAF or AF for a different purpose. 

Solutions available for user-consent as described in TS 29.503 are as follows:

- User consent is collected from the user, either he allows that his data to be collected or not.

- User consent is stored in the UDM subscriber profile and the same will be downloaded into different AF/NWDAF

- AMF/SMF/NWDAF must respect user consent, i.e., if user consent stored in UDM/UDR states that UE data should not be collected, then AMF/SMF/NWDAF must not collect data from UE for any purpose.

Based on operator policy, the same can be enforced in all the NFs in the same PLMN. Usually, the configuration is set by contract between user and UE and then enforced by operator management within its network. 
The currently available solutions do not protect the user/UE when roaming in the VPLMN. The VPLMN AF/NFs can collect data about the roaming UE and disregard the user-consent flag received from the UDM. It is not possible to check on the correct application of the user-consent flag by the roaming partner NFs.
This key issue seeks for solutions how to enforce the user-consent in VPLMN NF/AFs.
5.X.2
Security threats

The user/UE is not protected against user consent misusage when roaming in the VPLMN. The VPLMN AF/NFs can disregard the user-consent flag received from the UDM, and thus, can collect data about the roaming UE, even if no user consent was given.  
5.X.3
Potential security requirements

A VPLMN shall have the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on user consent, operator policy, regulatory constraints and/or roaming agreements.
The 5G System shall allow to check on the correct application of the user-consent flag by the roaming partner NFs.
**** END OF CHANGES 

